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ABSTRACT 
A mobile ad-hoc network (MANET) doesn’t have any definite structure, it can configure by its own. The network consists of a set of 

mobile devices. The MANET is developed when there is a need of infrastructure less data transmission. During data transmission 

many attacks take place on MANET, the observed attack is black-hole attack. In black-hole attack if 100% of the information is 

being transmitted from source to destination, the entire data gets lost during transmission before reaching the destination. The 

black-hole attack is due to the routing-misbehavior of nodes. The effects of black-hole attack make the MANET to become 

vulnerable and less secured for effective data transmission. To overcome these security issues in MANET and to achieve better 

system performance in terms of throughput and packet loss, a Co-operative Bait Detection Scheme (CBDS) is proposed in this 

project. This scheme improves the performance of MANET by finding the hacker node in the network and eliminates the scenario 

of black-hole attack and hence enhances the performance of MANET in terms of better data transmission and security. 
 

KEYWORDS:  Co-operative bait detection scheme (CBDS), collaborative bait detection, collaborative black-hole attack, 

dynamic source routing (DSR), gray-hole attack, malicious node, mobile ad-hoc network (MANET). 
 

INTRODUCTION 
 
 Mobile Ad-hoc Network (MANET) consists of a pile of wireless mobile nodes, these nodes forms the 
temporary network. Mobile Ad-hoc networks are wireless networks, it consists of multiple hops. These 
networks can organize and reconfigure itself by its own. The structure of the wireless network changes 
dynamically. This change in structure is due to the movement of the nodes.The wireless channel is randomly 
accessed by all the nodes present in the network. The channel act in such a wayto make them engage in multi-
hop forwarding. The nodes can act as a host and a router which route the data to/from other nodes in network. 
 MANET has a collection of independent mobile node. These nodes can communicate through radio waves. 
The nodes having the same audio radio range can communicate directly. The other nodes need intermediate 
nodes to route their packets. Network can work at any place and is fully distributed. It does not have any definite 
structure hence it is highly robust. 
 The communication terminals are mobile in nature. This property makes the structure of the distributed 
networks time varying. The varying nature increases the challenges in the design of ad hoc networks. The 
rechargeable batteries are used to provide power to radio terminals. Occurrence of black-hole is due to the 
malicious node in the network. This node attracts the data packets and provides a false route to the destination in 
MANET. In the existing method the route from source to destination is obtained using the sequence number and 
by calculating the hop count of the routing message, this is done by using a Reactive (On-Demand) Routing 
Protocol. A clustering method is used in AODV for the detection and prevention of black-hole attack in 
MANETs. In this approach every member of the cluster will ping once to the cluster head, to detect the unique 
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difference between the number of data packets received and forwarded by the node. If anomalousness is 
perceived, all the nodes will obscure the malicious nodes from the network, Keywords MANET, black-hole 
attack, AODV, routing protocols, security, clustering, and cluster-head. 
 This paper is structured as follows. In Section1 the introduction of the proposed method is portrayed. The 
section 2 elaborates the scenario of black-hole attack in system model. The proposed CBDS algorithm is 
presented in Section 3. Numerical results and conclusion were presented in section 4 and 5 respectively. 
 
System Model: 
 The communication takes place between the nodes present in the network, data packets is being transmitted 
from source to destination. Due to the black hole attack the data packets gets lost before reaching the destination 
hence it takes an another path to reach the destination. This is being done using an algorithm called as co-
operative bait detection algorithm. 
 Co-operative bait detection algorithm sets a bait node near the source node to find to the malicious node. At 
first it transmits all the data packets to the nearby bait node and it starts sending data packets to that node then it 
sends an request broadcast message to all the node. The malicious node doesn’t check for the type of request it 
is being obtained it responds to all the request messages whereas the other nodes check for the type of request is 
being obtained. The malicious node replies to this broadcast message and hence the node is identified and 
detected as malicious. 
 

 
 
Fig. 2.1: Scenario of Black-hole attack. 
 
 The nodes are being denoted by numerical numbers and the destination node is denoted by ‘D’. The packets 
are being transmitted from the source and it is lost before reaching the destination node due to the malicious 
node present in the network.  This scenario can be overcome using the Reverse tracking technique. It is used to 
identify another path and transmit data from source to destination. It eliminates the malicious node in the newly 
selected path. 
 
3 Proposed System: 
 In this proposed scheme elimination of black-hole attack is done using an algorithm called as co-operative 
bait detection (CBDS). This scheme will mitigate the effects of black hole attack by means of sending a false 
request message in-order to find out the hacker node and once it is identified that node is eliminated and actual 
transmission takes place.  
 
Advantages: 
• Improves security in Manet by using CBDS algorithm. 
• No clustering of nodes is needed. 
• Hacker node is eliminated completely throughout the process 
 
3.1 Co-Operative Bait Detection Algorithm (Cbds): 
 It identifies and prevents theblack-hole attacks in MANETs. In this method, the nearby node to the source 
node is being selected and the address of that node is used as a bait destination address to send a reply 
messagefor the malicious nodes. Malicious node is detected and not allowed to take part in the routing 
operation. This is being performed using a reverse tracing technique. 
 CBDS algorithm is designed with DSR algorithm as its base. The address of all nodes present in the source 
to destination path is identified when the source receives a RREP message. The source cannot identify which of 
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the intermediate node has the routing information to the destination node. The malicious node choses the fake 
shortest path in which the source node sends its packets. This leads to black-hole attack. 
 
3.1.1 Initial bait step: 
 The malicious node can be identified by obtaining a reply RREP for the bait request RREQ. After this reply 
it shows that it has the shortest path to the destination node. To obtain this aim, this method is designed to 
generate the destination address for the bait RREQ. 
 

 

 
Fig. 3.1: Setting bait node. 
 
 
3.1.2 Initial reverse tracing step: 
 The RREQ message is used to detect the behavior of malicious node it is obtained using reverse tracing 
technique. The false reply RREP will be provided once the malicious node receives a RREQ. The reverse 
tracing operation is performed for the nodes that receive a RREP. The path is obtained for the temporarily 
trusted zone in the route using reverse tracing. This should be able to detect the entire malicious node present in 
the network as CBDS do. The RREP reply is used to detect the malicious node. For example, 
nm - malicious node 
 The address list of RREP is 
P = {n1, . . .nk, . . . nm, . . . nr} 
 When nkreceives the RREP in the IP field and addresses list the p list is separated by n1using the destination 
address. 
Kk= { n1, . . . nk }             (4.1) 
Kk– It has the information of routes for the nodes n1and nk. 
n1– source node 
nk- destination node 
nk- gives the differences between the address list 
P = { n1, . . . nk, . . . nm, . . . nr } 
Kk= { n1, . . . nk }. 
Then, we get 
K_k= P – Kk= {nk+1, . . . nm, . . . nr} 
K_k–it has the information for the route to the destination node which is being obtained after the  nodenk. 

K_kis the intersection set obtained by the source node, the RREP message provides the path information for the 
malicious node. 
It is given as, 
S = K_1∩ K_2∩ K_3 . . . ∩ K_k.           (4.2) 
The set difference operation of P and Sis used to obtain the trust set T, 
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T = P − S.             (4.3) 
 
3.1.3 Shifted to reactive defense phase: 
 DSR is used to do route discovery.The threshold is calculated based on the packet delivery ratio in the 
destination node.This technique is used to detect the continuous maintenance and real-time reaction efficiency. 
The threshold value is obtained between 85%-95%. Threshold value varies based on the network efficiency. The 
threshold value is set to 90%, initially. When the packet delivery ratio falls under the same threshold the time 
can be controlled which is done using a dynamic threshold algorithm. 
 
3.1.4 Performance metrics: 
 The comparison of CBDS is made against DSR AODV and clustering algorithm. The below mentioned 
terms are taken into consideration. 
 
1) Packet Delivery Ratio:  
 It is the ratio of total number of packets send to the total no of packets received. 
pktdi-  total number of packets received at the destination 
pktsi-  total number of packets send bysource  
n - The average packet delivery ratio of the application traffic 
it is obtained as , 
PDR=           (4.4) 

 
2) Routing Overhead:  
 Ratio of amount of data ransmissions to the control packet related to routing.  
cpki- Total number of control packets transmitted  
pkti- Total number of data packets transmitted  
The average routing overhead is obtained as, 
RO=                       (4.5) 

 
3) Average End-to-End Delay:  
 The average time taken for a packet transmission from source to destination [1].  
di- Total number of delay packets received by the destination. 
pktdi - Total number of packets received by the destination.  
 The application trafficnis obtained as, 
  E =           (4.6) 

4) Throughput: (bi) -The total amount of data obtained at the destination  
(ti) - timetaken by the destination to get the final packet 
 The throughput is the number of data bits transmitted per second [1]. The throughput is obtained as, 
T =              (4.7) 

 
Dynamıc Source Routıng Protocol: 
 It is a routing protocol for wireless mesh networks. It forms a route on-demand such as AODV. It doesn’t 
depend on the routing table for each intermediate node. The mobile node is used to maintain and continuously 
update the routing information. Route Discovery and route Maintenance are the two major phases. When the 
message reaches the destination node the reply will be generated. The control packethas bandwidth and it can be 
restricted by DSR. The table-driven approach requires a update messages for table and it can be eliminated by 
packets in ad-hoc wireless networks. 
 
Algorithm: 
Step1: Source node sends the data packet to destination. 
Step2: It doesn’t know the path. 
Step3: It sends a RREQ to all the nodes in the network. 
Step4: The source gets RREP from the destination. 
Step5: The node S does not surely find which node in the network has the path information to  
the node D or the hacker node reply fakeRREP. 
Step6: Source node S will send data packets through the malicious path chosen by the hacker node to the 
destination.  
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Fig. 4.1: example for DSR algorithm. 
 
Numericalresults: 
 The result analysis and simulation can be performed and executed with ns2, the comparison analysis of 
packet delivered is being obtained for different algorithms. Considering the input parameters the communication 
takes place between the nodes in the network. 
 
Input Parameters: 
 The input parameters of the projects are presented in below table. 
 

 
 
 The performance analysis of nodes and its packet transmission is being obtained. The nodes in the network 
are mobile, the communication takes place effectively in the network using the CBDS algorithm. 
 The malicious node in the path decreases the performance which can be further improved using the CBDS 
algorithm.Throughput is a measure of how many units of information a system can process in a given amount of 
time. It is applied broadly to systems ranging from various aspects of computer and network systems to 
organizations. Related measures of system productivity include, the speed with which some specific workload 
can be complete and response time, the amount of time between a single interactive user request and receipt of 
the response.   
 

 
 
 
 
Fig. 5.1: Throughput analysis of CBDS algorithm based on the packet transmitted vs packet received. 
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 The above fig 5.1 reveals the packet transmitted versus packet received in-order to calculate the throughput. 
The packet transmission at each time is being obtained which in turn increases the throughput. Increasing the 
throughput enhances the security in the network. The throughput is being obtained as 80%. 
 
 
 

 
 
Fig. 5.2: Comparative analysis of performance of packets delivery ratio  for AODV, DSR, DSDV, Clustering. 
 
 The above fig5.2 shows the comparison of different algorithms and detection techniques used for the 
detection of malicious node. From the graph it is obtained that the DSR with CBDS algorithm shows betterment 
in the result. The comparison of algorithm is done based upon the performance of the network. It is calculated 
based upon the no of packet transmitted in the network. 
 
The AODV and DSR are the most commonly used algorithms they both produce the same performance result. 
In this paper the DSR algorithm is combined with an CBDS algorithm so the performance is increased. The 
malicious node decreases the performance CBDS algorithm detects the malicious node and eliminates the node 
in the communication process. Hence there is betterment in the result compared to all the other algorithms.   
 
 
 

 
 
Fig. 5.3: Energy consumption of malicious node before and after node detection. 
 
 The above fig5.3 shows the energy consumed in the network with malicious node and without malicious 
node. It is obtained that the energy consumed after the detection of malicious node is higher compared to the 
normal network without the detection of malicious node. 
 
Conclusions And Future Work: 
 In this paper a CBDS algorithm is used for black-hole detection and removal in MANET. The proposed 
scheme is featured as an effective high security packet transmission based algorithm which reduces the black-
hole attack, data loss and greatly improves the security in-terms of data communication among user nodes. The 
simulated result gives throughput of MANET with its effective packet transmission and reception. The 

No of packets (bytes) 

Energy consumption (joules) 
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simulation results have demonstrated that the performance of our proposed scheme provides a better security 
and throughput over conventional schemes.  
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